NAMATKA ANnA ObYYHAKOLWUNXCA Ob I/IHd?OPMALI,I/IOHHOVI BE3OMNACHOCTHU
AOETEWN

HEJNb3A:

1. Bcem nogpsa coobuiate CBOK YaCTHYHO MHGOPMaUMIO (HacTosILWme nvs,
damunuio, TenedoH, agpec, HOMep LWKOJbI, a Takke doTorpadum CBowu,
CBOEW CEMbM 1 OpY3en);

2. OTKpbIBaTb BIIOXEHHbIE (pansibl SNEeKTPOHHOW NOYThI, KOrga He 3Haellb
OoTnpaBuUTeENS;

3. pybuTb, NpuanpaTtbCcs, OKka3biBaTb AaBNEHNE - BECTU Ce6A HEBEXMBO U
arpeccuBHO;

4. He pacnopspkancsa geHbraMm TBOen ceMbn 6e3 paspeLleHuns cTapLlumx -
BCcerga cnpaluvsan poautenen;

5. He BcTpevancsa ¢ IHTepHeT-3HakOMbIMU B pearibHOM XU3HWU - NOCOBETYNCS
CO B3pOCIbIM, KOTOPOMY AOBepsieLlb.

OCTOPOXHO:

1. He Bce nuwyT npaeay. YuTtaewsb o cebe Henpasay B VIHTepHeTe - coobLm
06 3TOM CBOUM pOaUTENSIM UM OMNEKYHAM;

2. lNpurnawatoT nepenucbiBaTbCs, Urpatb, 0OMEeHUBaTLCS - NPOBEPb, HET NN

noaBoxa;

HesakoHHO€E KonupoBaHue gansnos B IHTEpHETE - BOPOBCTBO;

Bcerga pacckasbiBai B3pocrnbiM 0 npobremax B CETU - OHU BCeraa nomoryT;

5. Ncnonb3yn HacTponkn 6e30nacHOCTU U NPUBATHOCTU, YTOBLI HE NOTEPSATH
CBOM aKKayHTbl B COLCETAX U APYrux nopranax.

o

MOXHO:

YBaxawn gpyrnx nonb3oBaTenen;

Monb3yewbcss IHTEPHET-UCTOYHMKOM - ienaun CCbISIKY Ha Hero;

OTKpbIBan TOMbKO T€ CCbISIKU, B KOTOPLIX YBEPEH;

O6wwaTbca 3a MOMOLLbIO B3POCHbIM - POAUTENM, ONEKYHbI N aAMUHUCTPALMS
canToB Bcerga nomoryT;

5. lMpongun obyyeHne Ha cante "CeTeBNYOK" 1 NOMAY4M NacnopT LMGpPOBOro
rpaxgaHuHal

honNpE



NHOOPMALINOHHAA MAMATKA OJTA OBYYHAIOWKNXCA ANA PASMELWLEHNA HA
OPVLUMANBHBLIX MHTEPHET-PECYPCAX

C kaxgblM rogom MOJSIOAEXN B MHTEPHETE CTaHOBUTLCA BonbLue, a LUKONbHUKU OOHU U3
caMbIX aKTMBHbIX Nonb3oBaTenen PyHeta. Mexay Tem, NOMMMO OrpOMHOIO KONM4ecTBa
BO3MOXXHOCTEWN, MHTEPHET HeceT M nNpobnemMbl. ATa NnamsaTKa JOMmKHA NOMOoYb Tebe
6e3onacHoO Haxo4MTbCA B CETWU.

KomMmnbromepHbie supychbl

KomnbloTepHbIN BUPYC - 3TO Pa3HOBUOHOCTb KOMMbIOTEPHbLIX MpOrpaMm,
OTNIMYUTENBHOM OCOBEHHOCTBIO KOTOPOWN ABNSIETCS CNOCOBHOCTbL K pa3MHOXEHMI0. B
[AOMOMHEHWE K 3TOMY, BUPYCbl MOTYT MOBPEeaUTb UK NOSTHOCTBI0 YHUYTOXUTL BCE
drannbl N gaHHble, NOAKOHTPOSbHbIE MOMNb30BaTENO, OT UMEHU KOTOPOro Obina
3anyLeHa 3apaxeHHasi nporpammMa, a Takke noBpeanTb U Aaxe YHUYTOXUTb
ornepaumoHHY0 CUCTEMY CO BceMun dparnamm B Lenom. B 6onblInHCTBE cnyyvyaes
pacnpoCTpaHATCA BUPYChbl Yepe3 MHTepHeT. MeToabl 3auTbl OT BPe4OHOCHbIX
nporpamMmm:

1. Vcnonb3yn coBpeMeHHble onepaunoHHbIe CUCTEMbI, UMEKOLLNE CEPbE3HbIN
YPOBEHb 3aLLUNTbl OT BPEAOHOCHbIX NporpamMm;

2. [locTosiHHO ycTaHaBnuBawn nayT (UMdpoBble 3annaTku, KoTopble
aBTOMaTUYEeCKN YCTaHaBNNBAKOTCA C Lerbio JopaboTKn NporpaMmmbl) 1
apyrme obHOBNEHUs CBOEN onepaumoHHOM cuctembl. CkavmBam NxX TOMBKO C
odmumansbHoro canta paspabotunka OC. Ecnum cyecTByeT pexnm
aBTOMaTU4ECKOro 0OHOBMEHNS, BKIOYN €r0;

3. PaboTtal Ha cBOeM KOMMbKOTEPE NOA4 NpaBamMu NONb30BaTeNs, a He
agMUHUCTpaTopa. OTO He NO3BONUT BOSLLUNMHCTBY BPEAOHOCHbLIX NporpamMm
WMHCTannMpoBaTbCH Ha TBOEM NepCcOHarnbHOM KOMIMbIOTEPE;

4. Wcnonb3yn aHTUBMPYCHbIE MPOrpamMMHble NPOAYKTbl U3BECTHbIX

npoun3BoguTenen, ¢ asTomaTn4eckum obHoBneHmem 6as;

OrpaHunyb on3nyecknin 40CTYN K KOMNbIOTEPY ANA NOCTOPOHHUX ML,

6. KVcnonb3yin BHELWIHNE HOCUTENM NHApOPMaLIMK, Takue Kak prieLka, AUCK unm
drann n3 nHTepHeTa, TONbKO U3 MPOBEPEHHbLIX UCTOYHUKOB;

7. He oTkpblBan KOMMbOTEPHbIE ddalnbl, MONYyYEHHbIE U3 HEHAOEXHbIX
NCTOYHMKOB. [laxke Te panrnbl, KOTOpbIe Npucnan TBOW 3HaKOMbIN. Jlyylle
YTOYHW Yy HEro, oTnpasnsan N oH Tebe unx.

o

Cemu WI-FI

Wi-Fi - 3T0 He BunA nepegaym gaHHbIX, HE TEXHOMNOIMA, a BCEro nuilb 6peHa, mapka.
Ewe B 1991 rogy Huaepnanackasa komnaHus sapeructpmposana opeHg "WECA", uto
obos3Havano cnosocoyeTaHue "Wireless Fidelity", koTopbi nepeBoanTcs Kak
"GecnpoBogHas ToOYHOCTL". [1o Hawero BpemMeHu gowna gpyras abbpesmnaTtypa,
KOoTopas ABNAeTCs Takown xe TexHonornen. 3to abopesmatypa "Wi-Fi". Takoe Ha3BaHue
6b1N10 4aHO € HAMEKOM Ha CTaHAapT BbicLwen 3BykoBon TexHukn Hi-Fi, yto B nepesoge
O3HayvaerT "Bbicokast TOMHOCTL". [1a, 6ecnnaTHbIi MHTEPHET-A0CTYN B Kade, OTeNsAX u
asponopTax ABNseTcs OTIIMYHOM BO3MOXHOCTbIO BbiIXO4a B MHTEPHET. HO MHOrne
3KCcnepTbl cumTatoT, 4To obwenoctynHole Wi-Fi ceTu He aBnstoTca 6e3onacHbIMU.

CoseTbl No 6e3onacHocTv paboTbl B 06WwenocTynHbix ceTax Wi-fi:



He nepepnaBai cBoto nu4Hyto nHpopmauuio Yepes obwegoctynHole Wi-Fi
ceTn. PaboTas B HUX, XenaTernbHO He BBOAMTbL Naponu AoCTyna, JIOrMHbI 1
Kakne-To HoOMepa,;

Mcnonb3yi n o6HOBMSM aHTUBMPYCHbIE NporpamMMbl 1 6paHamayep. Tem
cambIiM Tbl 06e3onacuilb cebsa OT 3akadkm BUpyca Ha TBOE YCTPOWCTBO;

Mpw ncnonssosanHmm Wi-Fi otkntoum doyHkumio "O6Lwmin goctyn K dpannam u
npuHTepamM". [laHHas yHKUUA 3aKpbiTa N0 YMOMYaHUIO, OOHAKO HEKOTOPbIE
nonb3oBaTenNun akTUBMPYIOT ee ANngd yaobcTea Ucnonb3oBaHns B paboTe unu
yyebe;

He ncnoneayn nyonuyHbin WI-FI ana nepegaym nnyHbIX aHHbIX, HANpUumep
ANS BbIXOA4a B coUMarnbHble CETU UMW B SNIEKTPOHHYHO MOYTY;

Mcnonb3yi TONbKO 3alumiLeHHoe coeguHeHmne Yyepe3 HTTPS, a He HTTP,
T.e. Npu Habope Beb-agpeca BBoAM MMeEHHO "https://";

B mobunbHoMm TenedgoHe otknoum pyHkumio "MNoaknoveHne k Wi-Fi
aBToMaTu4deckun". He gonyckan aBToMaTn4eCcKoro NogxkstoyeHns yCTporucTea
k cetam Wi-Fi 6e3 TBoero cornacus.

CouyuanbHblie cemu

CoumanbHble ceTU akTUBHO BXOASAT B HaLLY XW3Hb, MHOTME Nioan paboTaroT M XKNBYT
TaMm NocTosHHO, a B Facebook yxe 3apernctpuposaH munnmapg 4esnoBek, 4To
ABNAETCA OAHOW ceabMOW BCceX Xutenemn nnaHetbl. MHOrne nonb3oBartenu He
NMOHMMALOT, YTO MHGOPMaUUS, pa3MeELLLEHHast MU B COLManbHbIX CETAX, MOXET ObITb
HangeHa 1 Ucnonb3oBaHa KeM yrogHo, B TOM YnUCe He 06s3aTenbHO ¢ Gbnarnmm
HaMepeHNAMMU.

OcHoBHble coBeTbl N0 6e30NacHOCTN B CoOLMarnbHbIX CETSAX:

1.

2.

Orpanunyb cnncok gpysen. Y 1ebs B Apy3bsaX HE AOMKHO ObITb CRyYarHbIX K
HEe3HaKOMbIX 0aeMN;

3alumian cBoK YacTHYH XN3Hb. He ykasbiBan naponu, TenedoHbl, agpeca,
AaTy TBOEro pPOXAEHUS U APYTYHO JIMYHYHO MHAOPMALMIO. 3M0YMbILLIEHHUKN
MOTYT UCMOMb30BaTh AaXe UHAOPMAaLUIO O TOM, KaK Tbl U TBOM pOAUTENN
nnaHnpyeTe NPOBECTU KaHUKYIbI;

3awmiian cBok penyTauuio - AEpPXKU ee B YNCTOTE U 3agaBan cebe Bonpoc:
xoTen 6bl Tbl, YTOObLI Apyrne Nonb3oBaTenn BUAENN, YTO Thbl 3arpykaellb?
Mogyman, npexae Yem 4To-To onybnmnkoBaTtb, HaNMcaTb W 3arpy3unThb;

Ecnn Tbl roBopuLLb C NIOABMU, KOTOPbIX HE 3HaELb, HE UCMOSb3YN CBOE
peanbHOEe UMS 1 OPYryH NNYHYI0 MHOPMaLUWK: UMS, MECTO XUTENbCTBA,
MecTO y4ebbl 1 npoyee;

M3beran pasmelleHuns oTtorpadun B IHTepHeTe, rae Tbl n3obpaxxeH Ha
MECTHOCTM, MO KOTOPOM MOXXHO OMNpeaenuTb TBOE MECTOMNONOXEHNE;

Mpw pernctpauumn B coumanbHON ceTn HeobXoaMMO NCMONb30BaTb CIOXHbIE
naponu, coctosime n3 6yks n LMdp 1 C KOIMYECTBOM 3HAKOB He MeHee 8;
[nsa coumanbHOM ceTun, NOYTbI U APYrMX CanToB HEOBXOAMMO MCMNONb30BaTh
pasHble naponu. Toraa ecnu Tebsa B3NoMatoT, TO 3MI0YMbILLIIEHHUKM MonyyaT
AOCTYN TOSIbKO K OOQHOMY MECTY, a He BO BCe cpasy.

AneKkmpoHHbIe OeHbau



ONEeKTPOHHbIE OEHbIN - 3TO OYeHb YO06HbIN cnocob nnaTexemn, OAHAKO CyLLECTBYOT
MOLLUEHHWKM, KOTOPbIE XOTAT NOSYYUTb 3TN AEHbIN. QNEKTPOHHbIE AeHbIM NOSIBUITUCH
COBCEM HeaBHO U UMEHHO 13-3a 3TOr0 BO MHOMMX rocyapcTBax 4o CUX nop He
NnponMcaHo Npo HUX B 3akoHax. B Poccuu xe oHM (PYHKUMOHUPYIOT N O HUX YXKe
NpONMcaHo B 3aKOHe, rae X pasaensatoT Ha HECKOSbKO BUOOB - aHOHUMHbIE U He
aHOHUMHble. PasHuua B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX paspeLLaeTcs
npoBoAnTb onepaunn 6e3 naeHTudmrkaumm nonb3oBaTens, a B HeaHOHMMHbIX
naeHTUMUKaums nonb3oBartens aBnseTca obasarensHon. Takke cnegyet pasnuyaTb
9NEKTPOHHbIE hmnaTHble AEeHbMM (PaBHbI FOCY4APCTBEHHBIM BantoTam) 1 3NeKTPOHHbIE
HedpmaTHble OeHbrn (He paBHbl rOCY4apCTBEHHBIM BantoTam).

OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ ANEKTPOHHbIMU AEeHbraMMU:

1. TpuBsxuK K cH4eTy MOBUNBbHBIN TenedoH. ITO cambl YOO0OHbBIN N BbICTPLIN
crnocob BOCCTaHOBUTbL JOCTYN K cyeTy. [NpmnBa3aHHbIN TenedoH NOMOXeT,
ecnu 3abygellb CBOKM NNaTeXHbIN Naposib U 3angellb Ha CanT C
HEe3HaKOMOro yCTPOWCTBA;

2. Wcnonb3yn ogHopasosble naponu. [ocne nepexoga Ha yCUIEHHYHO
aBTOpuM3auno Tebe yxxe He ByaeT yrpoxaTb ONACHOCTb KpaXkn unm
nepexsarta nnaTexHoro napons;

3. Bblbepu cnoxHbl naposnb. [NpecTynHukam 6yaeT He NpocTo yragaTtb
CMNOXHbIM naporb. HagexHble naponu - 3To Naponu, KoTopble coagepXaT He
MeHee 8 3HaKOB 1 BKIOYaT B ceBS CTPOYHbIE M MPOMUCHbIE BYKBbI, LGP
N HECKONbKO CMMBOJIOB, TakMe Kak 3Hak gonnapa, yHTa, BoCKnMuaTebHbIn
3Hak u T.n. Hanpumep, $tRONng!;;

4. He BBOAM CBOU NNYHbIE JAHHbIE HA CalTax, KOTOPbIM He JOBepPSELLb.

AnekmpoHHas noyma

ONEeKTPOHHas noyTa - 3TO TEXHONOIMS 1 NpeaocTaBnsgemMble el YCryr nNo nepecobisike n
MOJSTYYEHMIO 3MEKTPOHHBLIX COOBLLIEHNI, KOTOPbIE PacnpPeaensitoTCA B KOMMNbIOTEPHON
ceTn. OBbIYHO ANEKTPOHHbLIN NOYTOBBIN SALLMK BbIFISANUT Crieayowmm obpasom:
UMs_nonb3oBaTena@umsa_aomeHa. Takke KpoMe nepenaym nNpocToro TeKCTa, MMeeTcs
BO3MOXHOCTb nepefasatb dpansbl.

OcHoBHble coBeTbl N0 6e3onacHon paboTe C INEKTPOHHOM NOYTOMN:

1. Hapo BbiGpaTb NpaBurbHbIV NOYTOBLIN CEpBUC. B nHTEpHETE €CTb
OrPOMHBbIN BbI6OP BecnnaTHbIX NOYTOBLIX CEPBMUCOB, OAHAKO fy4lle
AOBEPATb TEM, KOro 3Haellb U KTO MNepBblv B PEUTUHTE;

2. He ykasbiBan B NM4HOM NoyTe NUYHYO MHOopMauuto. Hanpumep, ny4ywe
BblOpaThb "My3blkanbHbIn_haHat@" unum "pok2013" BmecTto "temal3";

3. Ncnonb3yn AByxaTanHyk aBTopm3auunio. ITo Korga NOMUMO Naposist HYXXHO
BBOAUTb KO, npucbinaembivi no SMS;

4. Bbibepu crnoxHbii naponb. [Ans KaXKaoro noYToBOro fAliuka AomKeH ObiTb
CBOW HaOEeXHbIN, YCTOMYMUBBIN K B3NIOMY Maporib;

5. Ecnu ecTb BO3MOXHOCTb HannucaTtb CaMmoMy CBOW NTIMYHLIW BOMpPOC,
NCMomnb3yn 3Ty BO3MOXHOCTb;

6. Mcnonb3yn HECKONBLKO NOYTOBLIX ALWNMKOB. [1epBbi AN YaCTHOW Nepenmcku
C agpecatamu, KOTOpPbIM Tbl OBepSeLllb. ITO ANEKTPOHHbLIW apec He Haao
NCcnosib3oBaTh Mpu perucTpaunmn Ha popymax u cantax;



7.

He oTkpbiBaun channbl n gpyrne BNoXeHUs B NUCbMax, Aaxe eCcriv OHU
NPULLNK OT TBOUX APY3€eN. Jlydlle yTOYHU Y HUX, OTNPaBnsnn N oHn tebe
3TN dhannbl;

Mocne okoH4YaHust paboTbl HA NOYTOBOM CEpPBUCE Nepen 3aKkpbiTUEM
BKMaZKM C cCanTom He 3abyab HaxaTb Ha "BbinTn".

KubepbynnuHe unu supmyasbHoe uzdeeamesib.Cmeo

KnGepbynnuHr - npecnegoBaHme coobLleHmsIMN, coaepkalummn ockopbneHus,
arpeccuto, 3anyrmBaHue; XynuraHcTBo; counanbHoe BOMKOTMPOBaHNE C MOMOLLBHO
PasnnYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6bopbbe ¢ KnbepbynIMHrom:

1.

He 6pocaiica B 6on. Jlyuwmin cnocob: nocoBeToBaTbCs Kak cebsi BeCTH u,
€CIN HET TOro, K KOMy MOXXHO 06paTUTbLCA, TO BHa4vane ycnokontbcs. Ecnu
Tbl HAYHELLb OTBEYaTb OCKOPOIEHNSAMU Ha OCKOPONeHUs, TO TOMbKO eLle
BonbLle pasoxkellb KOHMINKT;

Ynpasnswn ceoen kubeppenytaumnen;

AHOHUMHOCTb B ceTU MHUMasi. CyLLeCTBYOT CNOCcObbl BbISICHUTb, KTO CTOUT
332 aHOHUMHbIM aKKayHTOM,;

He cTouT Bectn xynuraHckuin obpas BupTyanbHOM XU3HU. NHTepHeT
domKcnpyeT BCe TBOM AENCTBUS U COXPaAHAET UX. YaanuTb ux byaet kpanHe
3aTpyaHUTENBHO;

Cobnogan cBOK BUPTyanbHY YECTb CMOSIOAY;

WrHopupyn eauHuYHbIN Heratue. OgHOpa3oBble OCKOpPOUTENbHbIE
coobLeHuns nyywe nrHopmpoBatb. OBbIYHO arpeccus npekpallaeTcs Ha
Ha4anbHOWM cTaauu,

BaH arpeccopa. B nporpammax obmMeHa MrHOBEHHbIMU COOBLLIEHNSIMU, B
coumarnbHbIX CETAX €CTb BO3MOXHOCTb BTOKMPOBKN OTNPaBKM COOOLLEHUI C
onpeneneHHbIX agpecos;

Ecnun Tl cBugetens knbepbynnuura. TBon eACTBUA: BbICTYNUTbL NPOTUB
npecrnegosaTens, nokasaTb €My, YTO ero AenCTBUS OLeHMBaKOTCA
HeraTUBHO, NOLAEPKATb XKEPTBY, KOTOPOW HY>KHA MNCUXONOrMYeckasi NOMOLLb,
coo0LMTb B3POCNbIM O (hakTe arpecCMBHOIO NOBEAEHWS B CETHU.

Mob6unbHbIU meneghoH

CoBpeMeHHble cMapTdOHbI U NNaHLWeThl cogepXaT B cebe BrnosHe B3pOoCHbin
doyHKUMOHar, U Tenepb OHWU MOTYT KOHKYPUPOBaTb CO CTaLMOHAPHbLIMU KOMMbIOTEPAMMU.
OpHako, cpeacTs 3awmThbl A4N9 N0A00OHbLIX YCTPOUCTB Noka 0O4eHb Marno. TecTupoBaHue
N NOUCK YA3BMMOCTEN B HUX NPOUCXOANT He Tak MHTEHCUBHO, kak ang K, To xxe camoe
KacaeTca 1 MOBUnbHbIX NpUnoxeHnn. CoBpemMeHHble MOOUIbHbIE Bpay3epbl yxKe
NpaKkTU4eCcKn JorHanm HacTorbHblE aHanory, o4Hako paclwmnpeHue gyHKUMoHana
BrneyeT 3a cobon 6onbLUYH0 CAOXHOCTL Y MEHbLLYIO 3aLlULLEeHHOCTb. [laneko He Bce
NPOM3BOAMTENN BbINyCKalOT 0BHOBNEHWS, 3aKpbIBaOLNE KPUTUYECKNE YA3BUMOCTM AN
CBOUX YCTPOWUCTB.

OcHoBHble coBeTbl AN 6e30nacHOCTU MOBUNBHOTO TenedoHa:



1. Hwnuero He aBnsieTcs no-HacToswemy becnnatHeiM. Byab OCTOpOXeH, Beab
korga Tebe npeanaratoT 6ecnnaTtHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbI
Kakuve-TO nnaTHble YCNyru;

2. Odyman, npexae 4yem otnpasutb SMS, ¢oTo nnmn Bngeo. Tbl TOYHO 3HaELLb,
roe oHun 6yayT B KOHEYHOM utore?

3. Heobxoammo o6HOBNATL ONepaLmoOHHY0 CUCTEMY TBOEro CMapT(OoHa;
Mcnonb3yi aHTUBMPYCHbIE NporpamMMbl Ans MOBUIbHbIX TENE(OHOB;

4. He 3arpyxan NpuUnoXxeHns oT HEM3BECTHOrO UCTOYHUKA, BEb OHN MOTYT
cogepXaTb Bpe4OHOCHOE NporpaMmHoe obecneveHue;

5. locne TOro Kak Tbl Bbln4ELLb C CanTa, rae BBOAWUIT NINYHYIO MHGOpMaUUIO,
3angm B HacTponkn 6paysepa un yganm cookies;

6. lNepuoguyeckn npoBepsan, Kakne nnaTHble YCyru akTMBUPOBaHbl HA TBOEM
HOoMepe;

7. [aBawn cBon HOMep MOBUNbHOro TenedoHa TONbKO NIOASAM, KOTOPbIX Thbl
3Haelb 1 KoMy JoBepsieLUb;

8. Bluetooth gormkeH 6bITb BbIKIOYEH, KOr4a Thl UM HE nonb3yelubed. He
3abbiBan Horg4a NpPoBepsATh ATO.

Online urpsbl

CoBpEeMEHHbIe OHMaNH-Urpbl - 3TO KPACOYHbIE, 3aXBaTbIBAOLMNE Pa3BIieYeHus,
ob6beaunHsIIoLLMe COTHM ThiCSY YENOBEK N0 BCEMY MUPY. MIrpokn nccnenytoT AaHHbIR UM
MUp, oBLLaTCS APYr C APYrOM, BbINOMHAKT 3a4aHus], CPpaXatoTCsl C MOHCTpamMu v
nony4aroT onbIT. 32 Y40BOMLCTBME OHU MAATST: NOKyNarT AWCK, OnnavymBatoT
aboHeMeHT unu npuobpeTaloT Kakue-To onumun. Bece aTn cpeacTea nayT Ha
nogaepkaHue v pasBuTue Urpbl, a Takke Ha camy 6e30MacHOCTb: COBEPLLEHCTBYHOTCS
CUCTEMbl aBTOPM3aLMK, BbiNyCcKalTCA HOBble NaTtyn (LMdpoBbIe 3annaTku Ans
nporpamMm), 3aKpblBatOTCs YSI3BMMOCTI cepBepoB. B Mogo6HbIX Urpax CTOUT onacaTbes
He CTONbKO CBOMX COMEPHMKOB, CKOSbKO Kpaxkv TBOEro naporsi, Ha KOTOPOM OCHOBaHa
cuctema aBTopmsaLumn 6onbLUMHCTBA Urp.

OcHoBHbIe coBeTbI N0 BE30NaCHOCTN TBOErO MrpoBOIro akkayHTta:

1. Ecnu gpyrov nrpok Beget cebsi nnoxo unmn cosgaeT Tebe HENpPUSTHOCTY,
3abnoKknpym ero B CNmncke UrpoKoB;

Moxanyncs agMMHUCTpaToOpaM Urpbl Ha NIOXoe NoBegeHMe 3TOro Urpoka,
XenaTtenbHO MPUNOXUTb Kakne-To JokasaTeribCTBa B BUAE CKPUHOB;

He ykasbiBan nn4Hy0 MHopmaLmio B npodanne urpbi;

YBaxan gpyrnx y4acTHUKOB MO Urpe;

He yctaHaBnusan HeoduLmanbHble Natym 1 Moabl;

Vicnonb3yi CroXHble U pasHble naponu;

[axxe BO BpeMs Urpbl HE CTOUT OTKMOYaTb aHTMBUPYC. [1oka Tbl UrpaeLlb,
TBOM KOMMbIOTEP MOTryT 3apasuTb.

N

No ook

duwuHe unu KpaKa JTU4YHbIX OaHHbIX

O6blYyHOM Kpaxken geHer 1 AOKYMEHTOB CEerofHs y>Ke HUKOro He yaMBULLb, HO C
pasBUTUEM NHTEPHET-TEXHOMOMI 3TI0YMbILUNIEHHUKN NEPEMECTUNINCL B UHTEPHET, U
nNpogosmKalT 3aHMMaTbes "nobumbiM" genom. Tak nosiBunacb HoBag yrpo3aa:
WHTEePHET-MOLLEHHMYECTBa U PULLIKHT, rfaBHas Lenb KOTOPOro COCTOUT B NONy4YeHUU



KOHMAEHUMArbHbIX JaHHbIX MONb3oBaTeneu - orMHOB 1 naponen. Ha aHrnmnckom
a3blke phishing uMtaeTtca kak domwmHr (ot fishing - peibHasa noens, password - naposnb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cnegu 3a cBouM akkayHTOM. Ecnn Tbl nogo3peBaellb, YTO TBOS aHKeTa
Gbina B3nomaHa, To Heob6xoaMmo 3abnoknpoBaTb ee 1 COobLWNTb
aAMUHUCTpaTopam pecypca 06 aTOM Kak MOXHO CKOpee;

2. Wcnonb3yn 6e3onacHble Beb-canThbl, B TOM YMCNE, UHTEPHET-MarasmHoB 1
MOWCKOBbIX CUCTEM,;

3. Vcnonb3yn cnoxHbele 1 pasHble naponu. Taknm obpasom, ecnu Tebs
B3MOMaloT, TO 3M10YMbILLUNIEHHUKM MoryYaT AOCTYN TONbKO K OQHOMY TBOEMY
nNpodusito B CETU, a HE KO BCEM,;

4. Ecnu Tebsa Banomanu, To HeobxoamMmo npeaynpeanTb BCEX CBOUX

3HaKOMbIX, KOTOpble fobaBneHbl y Tebsa B APY3bsaX, O TOM, YTO Tebs

B3riomMarnu 1, BO3MOXHO, OT TBOero uMmeHu byaeT paccblinatbecs crnam u

CCbIIKN Ha PULLNHIOBbLIE CaThl;

YcTtaHoBu HagexHbi naposnb (PIN) Ha MOBUNbHLIM TeNedoH;

OTknto4m coxpaHeHue napons B 6paysepe;

7. He oTkpbiBan hannbl n gpyrue BNOXeEHUs B NMCbMax, Aaxe ecrnun OHn
NpULLIM OT TBOMX ApYy3en. Jlyylle yToYHM y HUX, OTNpaBnsv nn oHn Tebe
3TN dbansbl.

o 0

Hugppoeasi penymauyus

Lindbposas penytaumsa - 3To HeraTMBHas UM NO3NTUBHAA MHpopMauma B ceTu o Tebe.
KomnpomeTupytoLias nHpopmauus, pasmeLleHHasi B UHTEPHETE, MOXET CePbe3HbIM
obpasom OTpasnTbCHa Ha TBOEW pearibHOM Xn3HW. "Lindposas penytaums” - 3To TBOW
UMUK, KOTOPLIN dopMmnpyeTcsa n3 nHdopmauum o Tebe B MHTEpHETE. TBOE MECTO
XUTenbcTea, y4ebbl, TBOE (prHaHCOBOE NonoXeHne, 0COBEHHOCTN XapakTepa 1
pacckasbl 0 61IM3KMX - BCe 3TO HakannmeaeTcsa B ceTn. MHorme nogpocTtku
NEerkoMbICNIEHHO OTHOCATCS K Nydnukauun nn4yHom nHpopmaumm B IHTepHeTe, He
NOHMMas BO3MOXHbIX NOCNeaCTBUN. Thl AaXe He CMOXeELb A0raaaTtbCsl O TOM, YTO
doTorpadus, pasmewieHHasa 5 neT Hasag, ctana NPUYMHOM OTKa3a NPUHATL Teba Ha
paboTy. KommeHTapun, pasmelleHme TBoux cpotorpadumi n gpyrne 4eNCTBnA MOryT He
NCYE3HYTb Aaxke Nnocne Toro, Kak Tbl UX yaanuib. Tbl HE 3Haellb, KTO COXpaHun aTy
MHopMauuio, nonarna fin oHa B NOUCKOBbIE CUCTEMbI U COXpaHUIiacb N OHa, a
rmaBHoE: YTO nogymatoT 0 Tebe okpyxatoLmne nan, KoTopble HanayT U YyBUAOAT 3TO.
Hantn nHdopmaunio MHOro neT cnyctsi CMOXET Ntobon - kak 13 gobpbix NodyxaeHun,
TaK U C HAMEPEHNEM MPUYNHUTL Bpen. OTO MOXET ObITb KTO YroAaHO.

OcCHOBHbIe COBETHI MO 3awmTe LMpoBON penyTauuu:

1. TMNoayman, npexae 4yem 4yto-To NybnmkoBaTb M NnepenasaTb y cebs B 6riore
UM B coumnanbHoOM ceTy;

2. B HacTpoykax npounis ycTaHOBU OrpaHMYeHns Ha NPOCMOTP TBOEro
npodouna 1 ero coaepXXnmoro, caenam ero Tonbko "ans gpysen';

3. He pasmelian n He ykasbiBan MHopMaLnio, KOTopas MOXeT KOro-nnbo
OCKOpONATL UnNn obmxaThb.

Asmopckoe npaso



CoBpeMeHHbIE LWKOSTbHUKM - aKTUBHbIE Nosfib30oBaTeNn LMgpoBOro NnpocTpaHcTaa.
OpHako ganeko He BCe 3HaKT, YTO NOSb30BaHNE MHOMMMM BO3MOXHOCTAMU LIMEPOBOro
Mupa TpebyeT cobniogeHns npaB Ha UHTENNEKTyarnbHy CO6CTBEHHOCTb. TEPMUH
"MHTennekTyanbHasi COBCTBEHHOCTL" OTHOCUTCSA K pasfIyHbIM TBOPEHUSM
4YenoBEYECKOro yma, HaumHas ¢ HOBbIX N306peTeHU 1 3HaKoB, 0603HaYaoLLNX
CcOBCTBEHHOCTb Ha NPOAYKTbI U YCIYrK, U 3akaH4MBasi KHUramun, gotorpadoumsimu,
KWHO(UIIbMaMun 1 My3blKasibHbIMU Npou3BeaeHnamMu. ABTOPCKUe npasa - 970 npasa Ha
WHTENMNEKTyanbHy0 COBCTBEHHOCTb Ha NPOM3BEAEHNSA HAayKKN, NNTEpPATypbl U UCKYCCTBA.
ABTOpCKMe npaBa BbICTYNaKT B KAYECTBE rapaHTUnM TOro, 4To
WMHTENMNEKTyanbHbIN/TBOPYECKUIN TPy aBTopa He OyaeT HanpacHbIM, 4acT emy
crnpaBeaiMBble BO3MOXHOCTM 3apaboTaTth Ha pesyrnbTaTtax CBOero Tpyaa, nonyymTb
N3BECTHOCTb U Npu3HaHne. H1KTo 6e3 paspelleHns aBTopa He MOXET BOCNPON3BOAUTb
€ro npousBeaeHune, pacnpocTpaHaTb, NyONnM4YHO 4EMOHCTPMPOBaThL, NpoLaBaTh,
MMMNOPTMPOBATb, NycKaTb B NPOKaT, Ny6GrIMYHO MCNOMNHATDL, MOKa3bIBaTbL/UCMONHATL B
adupe unu pasmewatb B IHTepHeTe. Vicnonb3oBaHue "nnpaTckoro” nporpaMmHoOro
obecnevyeHns MOXeT NPUBECTM K MHOIMM pUCKaM: OT NOTEPU AaHHbIX K TBOUM
akkayHTam o 6510KMPOBKM TBOErO YCTPOWCTBA, rAe yCTaHOBMNEHa HeneranbHas
nporpamma. He ctont Takke 3abbiBaTb, YTO CyLLECTBYHOT fleranbHble 1 6ecnnaTtHble
nporpamMmmebl, KOTopble MOXHO HanTu B ceTu. O noptane CeTeBUYOK.pd - TBOW rMaBHbIN
COBETYMK B CETU. 34eCb Thl MOXELLUb Y3HaTb 0 6€30MacHOCTU B CETU NOHATHBLIM U
AOCTYMHbBIM A3bIKOM, a MPU BO3HUKHOBEHUM KPUTUYECKOW CUTyauumn obpatutbeca 3a
coBeTOM. A Takxke NPUHATb y4acTue B KOHKypcax U cTaTb caMbiM LG POBLIM
rpakgaHnHom!



